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Abstract

Video streaming is digital data that is shared over the internet network. Streaming
video through security protection techniques creates a security that is expected to
protect intellectual property rights because there is data transfer through the
internet. The use of password-based and token-based authentication is a security
technology widely used in exchanging data and information between the client and
server. However, this method is currently not sufficient to represent a security
system using a Geographic Information System. Geolocation is a system or
designation of geographic location in a world on an object that is connected via
the internet network. IP geolocation can be used to define a particular IP address
based on the geographic location from which the device is connected to the
internet. The benefit of applying this technology is that each individual or
organization can identify the location of a device connected to the internet. The
study will use applied research and quantitative data with the implementation of a
Geographic Information System that includes the creation of a security
architecture on video streaming using Geolocation and test variables that can be
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used as a basis for analysis to describe the results of the testers. The test results
with a random access server system from 50 countries with a blacklist and
whitelist grouping mapping system show a success rate of 80%. Based on the
results obtained from the use of live streaming security with Geolocation, it can be
implemented to improve the security system.
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INTRODUCTION

In recent years, streaming electronic media has become a social phenomenon of global
economic [1]. Streaming electronic media has the meaning of data which is usually seen in
the form of streaming audio and video over the internet network in the form of compressed
data and is received by the user for display [2][3]. Video streaming has Quality of Service
(QoS) standards. QoS is an important criterion for network applications that require real-time
streaming [4][5]. QoS video streaming is the benchmark in providing better visual quality
with a low file size which saves storage and easily streams on slow networks without
buffering/delays [6]. However, apart from QoS, some things need to be considered in the
video streaming process information data security [7, 8, 9].

In an era that has seen tremendous progress in information and communication
technology (ICT), data security seems to be more vulnerable than ever [8, 10, 11]. This is
caused by technological innovation accessibility in obtaining information that goes hand in
hand with security threats that come from the cyber scope [8][9]. In the modern world, where
multiple applications and devices generate large amounts of data resulting in the big data
phenomenon, security and protection an of paramount play importance at international,
regional, and national levels. Several methods have been started and have been implemented
in video security, including using password-based authentication and token-based
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authentication [10, 12, 13].

Password-based authentication and token-based authentication are security technologies
that exchange information data between the client and server [8]. However, this method is
currently not sufficient to represent a security system using a Geographic Information System.
So that in this study, we will discuss the security of illegal streaming/restream without
permission by using geolocation mapping technology, where the technology can provide
security by limiting visitor access rights based on the IP address that is sent to the destination
streaming server [14][15].

The urgency of this research is to know the mastery and understanding of concepts in
learning and aspects of streaming media technology development. In addition, the technology
uses the development of a security support system using a Geographic Information System
approach. The security system uses a country grouping system based on allow and denny
server visitors. This is an urgency in itself, and solutions need to be found to overcome
challenges as well as to resolve these problems.

The processing of the streaming media data security system is carried out based on data
[16, 17, 18] input to the server in the form of IP addresses at the network layer that has been
determined based on predetermined criteria [8, 17, 18]. The security of the streaming media
system is expected to be used as a way to develop a security system and support and
complement the existing security.

METHOD

The selection of research methods is an essential part of supporting the process's
implementation steps to solve problems in research. Mastering research methods has benefits
in developing the field of science that is occupied and can reproduce the results of discoveries
that are beneficial to the broader community and the world of education

IP address-based geolocation is a way to be able to find the location of devices connected
to the internet. In this attribute, IP addresses are used, and tools to search for geolocations are
made by querying the database to obtain specific IP address information. Most geolocation
databases provide the most basic information, including continents, countries, cities,
approximate longitudes, and latitudes [19][20].

The utilization of these two elements will obtain information in the form of target
locations. The IP address is a unique identifier for each electronic device connected to the
internet network. Through IP addresses, electronic devices can connect and share data with
each other. The Geolocation IP address block diagram is shown in Figure 1.
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Figure 1. Geolocation IP address
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Material

The Geographic Information System technology is the basis for applying the level of
security in this research. Utilization of the Geographic Information System that is applied is to
store information on the IP address database from several countries into one system. This
storage is needed to check and map the IP address of the visitor's address based on the
predefined privileges in the system [17].

The choice of geographic location in this implementation is that the accuracy of the data
provided is high enough so that it can be used as a goal for data security based on geography.
The source of information received by the server is in the form of the user's IP address which
will be a reference in geolocation mapping. The IP address data source will provide
information in the form of IP address type, continent code, continent name, country code,
country name, area code, region name, city, zip, latitude, longitude [19][20].

Method
The research method that will be used in this research is to use applied research methods
and quantitative data analysis techniques. Applied research is any research that aims to
increase scientific knowledge with a practical purpose. The reason for using applied research
is because it underlies the policy of decision-making or administrators. In terms of objectives,
using applied research methods is expected to be used to benefit discoveries that like to apply
certain theoretical concepts. The use of quantitative methods in this study intends to analyze
the test results based on or referring to the objective data from the results of the tests carried
out. Figure 2 shows the design streams using geoip database.
In this study, we will use mathematical modelling of subset notation, using the following
provisions:
a. List method
List all IP addresses on the whitelist database:
A = { whitelist IP addresses }
B = { IP address blacklist }

Input Request Server Request IP address info

. . Information data !:> ‘\\\ ;,g
'&‘ Website.com :> IP Address :}
7 er streaming

Respon server
User Output Media content Servi
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- type
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Figure 2. Design streams using geoip database
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b. Method description
Using set-builder notation:
Notation: { x | conditions that must be met by x }

A = { x| xisa list of whitelisted ip addresses }
Or
A= {x|x} ipaddress, < whitelist }

B = { x| xisalist of ip addresses that are listed on the blacklist }
Or
B ={x|x}ipaddress, < blacklist }

The result of understanding the mathematical theory that has been explained under the
conditions in obtaining privileges is that if the user's IP address is whitelisted, but if not, it
will get a response not allowed

RESULTS AND DISCUSSION
System implementation and configuration

The implementation of the system in this study uses several tools based on open source,
which can be used freely and openly to be used as system development. In the initial
implementation process, several tools will be prepared in terms of system design and
implementation, including using nginx streaming, IP address geolocation database,
elasticsearch, kibana, logstash, and filebeat

Configuration of a system is a structured process consisting of several entities with their
respective functions that interact or are interconnected to produce goals in system design and
implementation. The combination and use of elasticsearch, kibana, logstash, and filebeat
software in this study will be used as tools to collect data from the test results. The
combination of using these tools is very useful in sending, collecting, searching, analyzing,
and visualizing data. Table 1 lists the system information used in this research.

System Testing

The test scenario is needed to simulate the expected system design implementation results
by the system settings that already have requirements. Therefore, the test simulation method
that will be carried out is to do a simulation where several countries have entered the
whitelisted category and are also listed in the blacklist category.

The test scenario will represent the decision rule as true or false, which is a technique that
is generally applied when a requirement/rule is enforced. Tests that make a combination of
conditions, actions, rules, and results as test requirements are performed to produce a response
to the objectives of this study. This helps in identifying and validating the correct test cases.

Table 1. System Information

No. Hostname server Operating system Application
1 Streaming Ubuntu 20.04 Nginx RTMP
Database geoip
Filebeat
2 Datalog Ubuntu 20.04 Elasticsearch
visualization Logstash
Kibana
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Based on the flow of the test scenario, the simulation will be carried out by accessing
servers from several regions/countries, in this case, to create a mapping of data grouping from
50 countries into two division groups. In each region, there are conditions so that the next
command that will be generated is in accordance with the conditions that have been set on the
streaming server system in the hope of having the same response according to the settings
instructed. Based on the conditions that have been determined, it will generate two response
codes, namely 200 successful and 403 prohibited. Where response 200 is the response from
the whitelist while 403 is the response from the blacklist. The information regarding country
data and country codes that will be used as the basis for the simulation material of this
research can be presented in Table 2.

The testing process is carried out using the black box testing method. Black box testing is a
functional testing method that focuses on input and output without knowing the internal
structure and details of application implementation based on predetermined requirements and
specifications

The results of the tests that will be used as a reference in making the final report are the
collection, utilization, and filtering of log data from the streaming server, which is used as a
source of visualized information data to make it easier to read the report results.

Data collection in this report uses data from mapping results from 50 countries that have
been grouped based on whitelists and blacklists. Therefore, the data stored in the visualization
log system is 40 countries consisting of 20 countries with whitelist groupings and 20 countries
with blacklist groups.

The data will produce detailed settings for the response that has been previously
determined, namely in the form of country name data, country code, response code, and
unique IP address that visits the streaming server.

Table 2. Mapping IP address
Mapping IP addresses by region

Whitelist Blacklist
Country Code  Conditions clggzpsotgtsjs Country Code Conditions csceizps?gtsjs
Armenia AM TRUE 200 success  Austria AT FALSE 403 forbidden
Australia AU TRUE 200 success Brazil BR FALSE 403 forbidden
Bangladesh BD TRUE 200 success  Bulgaria BG FALSE 403 forbidden
China CN TRUE 200 success Canada CA FALSE 403 forbidden
Christmas Island CX TRUE 200 success Denmark DK FALSE 403 forbidden
Hong Kong HK TRUE 200 success  Finland Fl FALSE 403 forbidden
Indonesia 1D TRUE 200 success France FR FALSE 403 forbidden
Israel IL TRUE 200 success France, Metropolitan FX FALSE 403 forbidden
India IN TRUE 200 success  Germany DE FALSE 403 forbidden
British Indian Ocean 10 TRUE 200 success Greece GR FALSE 403 forbidden
Iran IR TRUE 200 success Hungary HU FALSE 403 forbidden
Japan JP TRUE 200 success Iceland IS FALSE 403 forbidden
Korea, Republic of KR TRUE 200 success Liechtenstein LI FALSE 403 forbidden
Myanmar MM  TRUE 200 success  Luxembourg LU FALSE 403 forbidden
Mongolia MN  TRUE 200 success  Latvia LV FALSE 403 forbidden
Malaysia MY  TRUE 200 success Macedonia MK FALSE 403 forbidden
New Zealand NZ TRUE 200 success Moldova MD FALSE 403 forbidden
Palestinian Territory PS TRUE 200 success  Netherlands NL FALSE 403 forbidden
Russian Federation RU TRUE 200 success Poland PL FALSE 403 forbidden
Singapore SG TRUE 200 success  Romania RO FALSE 403 forbidden
Turkey TR TRUE 200 success  Seychelles SC FALSE 403 forbidden
Taiwan T™W TRUE 200 success Sweden SE FALSE 403 forbidden
Macao MO  TRUE 200 success Ukraine UA FALSE 403 forbidden
Vietnam VN TRUE 200 success United Kingdom GB FALSE 403 forbidden
Yemen YE TRUE 200 success United States uUs FALSE 403 forbidden
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For example, for groups of countries with whitelist data, a response code of 200 will be
generated, which means that the IP address of the visitor's country is given access rights,
while countries with a blacklisted group will produce a response code of 403, which means
that the IP address of the country is not given access to obtain information from streaming
data sources.

The percentage of visitors' IP addresses from several countries will also be visualized using
unique IP address filtering to complete the report from the test results in tabular form. This is
done to determine the total percentage of IP addresses from several countries that have visited
the streaming server. The whitelist result is listed in Table 3, and the percentage is shown in
Figure 3. However, Table 4 lists the blacklist result, and the percentage is depicted in Figure
4,

Table 3. Whitelist results

Top values of Top values of Response Unique count of clientip.
geoip.country_name.keyword geoip.country code3.keywod Keyword
China CN 200 20
Russia RU 200 13
Hong Kong HK 200 8
India IN 200 4
Singapore SG 200 4
Iran IR 200 3
Macao MO 200 3
Bangladesh BD 200 1
Indonesia ID 200 2
Japan JP 200 2
Palestine PS 200 2
Turkey TR 200 2
Australia AU 200 1
Malaysia MY 200 1
Mongolia MN 200 1
Myanmar MM 200 1
New Zealand Nz 200 1
South Korea KR 200 1
Taiwan TW 200 1
Vietnam VN 200 1

| Responcode200 Ce @3

o China

® Russia

® Hong Kong

@ India

® Singapore

@ Iran

& Macao

@& Indonesia

@ Japan
Palestine

Turkey
Bangladesh
Australia

MM 1.39% — Malaysia

K
i

MY 1.39% — = !
AU 139% — AL e . = > Mongolia
BD 1.39% v 'gl:? 3f 3o 30 = Myanmar

Mew Fesland

Figure 3. Whitelist results
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Table 4. Blacklist results

Top values of Top values of Response Unique count of clientip.
geoip.country_name.keyword geoip.country_code3.keywod Keyword
United States us 403 257
Germany DE 403 130
Luxembourg LU 403 98
Netherlands NL 403 86
France FR 403 44
Austria AT 403 20
Switzerland CH 403 19
United Kingdom GB 403 16
Canada CA 403 15
Romania RO 403 16
Sweden SE 403 16
Denmark DK 403 12
Moldova MD 403 12
Seychelles SC 403 12
Ukraine UA 403 12
Brazil BR 403 7
Iceland IS 403 7
Latvia LV 403 6
Bulgaria BG 403 5
Finland Fl 403 5

Respon code 403 Ce 62
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403
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Figure 4. Blacklist results

Based on the data from the results of the two tests that have been carried out, it can be seen
that the tests were carried out to meet the requirements that the system has determined. Where
several countries that have been previously mapped final produce results to make video
streaming security using Geolocation.

CONCLUSION

Several tests have been carried out with good results. The test focuses on simulating
several variables on the mapping from 50 countries. The mapping uses random access servers
in these countries. The mapping results are classified in a blocklist and a whitelist of each
country. The success rate of this classifier reaches 80%. Therefore, it can conclude that
Geolocation's live streaming security can be applied to help improve system security by
utilizing information sources from visitors' IP addresses.
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